MAVERICK QUALITY ADVISORY SERVICES PRIVATE LIMITED
Cert-IN Empanelled

WEB SECURITY AUDIT CERTIFICATE

This is to certify that Central Water and Power Research Station, Pune web application of Central Water and Power Research Station,
Ministry of Jal Shakti, Department of Water Resources, River Development and Ganga Rejuvenation Khadakwasla, Pune - 411024
Maharashtra, India has been tested & audited by MQAS. Herein, security audit was done for complete Application. MQAS reviewed
the fixes and observed to be compliant with requirements relating to security as per Cert-IN (Indian Computer Emergency Response
Team) guidelines.

Certificate No : MQAS/2022-23/379
Site URL : http://cwprs.gov.in/
Test URL : http://45.115.99.199:802/index.aspx

Audit Date : 11™ October 2022 to 24™ November 2022

Conclusion:
Web Application is free from OWASP 2021 Top 10 (any other known) vulnerabilities and is safe for hosting.

Recommendation:
It is recommended the deployment of SSL on production server for the Web Application.
The URL http://cwprs.gov.in/ may be hosted with privilege with read permission for general public.
Write permission shall be granted on the folders of production server where files shall be uploaded for the given URL:
*  http://cwprs.gov.in/

OS Level hardening need to be in place for the production server.

Note: The certificate is valid till no additional changes in the dynamic contents carried out or one year from the date of issue, whichever is earlier.

For Maverick Quality Advisory Services Pvt, Ltd
24-November-2022
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